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My = 25 MH/m

IprMepbl OIB30BATEIBCKOT0 HHTEP(Eca pH:
a) OIpe/eNeHH JABJICHHs MeTaUla Ha Bauku (mpokarka amomuamst h X b = 2,0 x 30,0 mm ¢ obxaruem 10%;
06) orpe/eneHny [aBleHUs MeTauia Ha Baiky (mpokatka ceudia h X b = 4,0 x 30,0 mm ¢ obxariem 10%; B) onpene-
JICHHH MO/TyJIsl )KECTKOCTH KIICTH TIPU HATPYKESHUU BAIIKOB B «3a00e».
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B cBs13m ¢ mepexomoM opraHM3aIMil W mpen-
HPHUATHI Ha 3IEKTPOHHBIA JOKYMEHTOOOOPOT MOCTO-
SIHHO TIOBBIMIAETCS POIb HH(OPMAOHHOH Ge3omac-
HOCTH B COBpeMEHHOM Mupe. OmHAKO MpaKTHIecKas
HOJITOTOBKA HH>KEHEPOB-IPOrPaMMICTOB OCTaBIISIET
JKEeTaTh JIydIIero, OCOOCHHO B O0OIACTH CEeTeBOH
6e3onacHocTr. IlprdmHa 3akimrodaercs B TOM, YTO
OpraHM3aIys CHEUAIBHBIX CeTel U ydeOHBIX Iie-
neii — BechbMa JIOPOTOCTOSINEE MEpOIPHATHE, H
IpaKTHYEeCKOe 00yUeHHe, KaK MPaBHIIO, IPOBOIAUTCS
B OOBIYHBIX KOMIIBIOTEPHBIX KiIaccaX. B atmx ycimo-
BUSX OYCHb JKENATENFHO HAJIW4Me CIICIHATBHBIX
00yJaromuX CHCTEM, CIIOCOOHBIX MOJEIHPOBAaTh
CEeTEeBBIC CETMEHTHI, aTaKyIOIHEe BO3ICHCTBHUSA 1 OIe-
paumu o GopMHPOBAHUIO MTOTUTHKH O€30MaCHOCTH.

AKTyanbHOCTD CO3JaHHs O0YJarOUIUX CHCTEM
o 3amuTe MHGOPMAINK OOMIEIPH3HAHHA, H TIPOBO-
mutcst pabora mo mx cosmanuio [1,2,3,4]. Oxpnako
OONBIIMHCTBO M3BECTHBIX PabOT MpemiaraioT oly-
YaloIfe CHCTEMBI MO TEOPETHYECKOMY H3yICHUIO
3amUTEl WHGOpPMANNK, MPAKTHYECKH COBPEMEHHBIC
MHTEpPaKTHBHBIE JJIeKTPOHHBIe yueOHukH [1,2]. Jpy-
Toe HalpaBJICHHE HCCICHOBAaHMWI — co3maHHE 00y-
YAFOIUX aNnapaTHeiXx KoMiuiekcoB [3,4]. Oto unTe-
pecHsle 1 3((eKTHBHBIE 00ydJaromue CpencTBa, Of-
HaKo 3aBefoMO joporocrosiue. OdueHb HEMHOTHE
Pa3paboTKH IOCBSIIEHBI POTPAMMHBIM pean3alu-
M 00YYaIOIIHX CHCTEM IO MPHOOPETECHUIO MPAaKTH-
YECKHX HABBIKOB HACTPOWKHM M KOH(UIypHpOBaHHs
IapaMeTPOB CETEBOH OE30IMaCHOCTH.

B CubI'TY r.KpacHospcka co3maHa mpo-
rpaMMHasi oOyJaromiasi CHCTeMa HaCTPOWKH TOJIUTH-
KM CeTeBOH 0€30MacHOCTH, KOTOPas UCTIONB3YeT CETH
[lerpu 11 MozmenMpOBaHUS aTaKyIOLIUX BO3/AEHCT-
BUI. ApXHTEKTypa 00ydJaroIei CHCTEMBI MPEICTaB-
neHa Ha puc. 1. Cucrema MOAETUpPYeT CETMEHT KOp-
TIOPAaTUBHOM CETH, MCIONB3YSI IS 3TOTO CXEMBI BO3-
MOXXHBIX CETEBBIX TOIIOJIOTHH, MEpeYeHb CETEBBIX
y3710B (cereBbIX OOBEKTOB), U MEPEUCHBb IPOTPAMM-
Horo obecrieueHns (I10), koropoe MoXxer OBbITH yc-
TaHOBJICHO Ha Ka)KIOM ceTeBoM y3ie. [Ipu BeiOope
ycra"aBnuBaeMoro IIO MoXHO omIpenenurs TUI
omneparonnoit cucremsl (OC), xomudecTBo pasme-
JIOB Ha )KECTKOM JIMCKe, THI (paiijIOBOM CHCTEMBI ISt
Ka)XJIOTO pa3ziena, U MepeyeHb YCTaHOBJIEHHBIX MpHU-
KJIaTHBIX porpamMm. Kpome Toro, B KadecTBe Crieiu-
AJBHBIX 3aIIUTHBIX CPENICTB HY)KHO ONPEJEIHTh Tpa-
Ba IMOJB30BATeNICH MO OTHOLIEHHIO K KaXKIAOMY pa3-
JIeTy >KeCTKOTO JWCKa W HACTPOUKH MEXKCETEBOTrO
9KpaHa Ha BXOje B ceTh. CIHMCKY YCTaHOBIIEHHOTO
MPOrpaMMHOTO O0ECIIEYEHHUSI COOTBETCTBYET CITHCOK
€ro ya3BHMOCTEH, CO3[aHHBI Ha OCHOBE MEKAyHa-
POAHBIX MyONUYHBIX 0a3 AaHHBIX YSA3BHMOCTEH Ipo-
rpaMMHOro obecreuenus, Takux kak CVE [6].

BaxxHO# 0COOCHHOCTBIO pa3pabOTaHHOW CHC-
TeMbl sBisercs yder ysassumocted I10. Hamuuue
VS3BEMOCTH HANPSIMYIO OIIPEAENISIET BO3MOXKXHOCTH
TOM WIM WHON CETeBOW aTakd, W TMPEACTaBISETCS
O4YEeHb BaKHBIM JIaTh MOYYBCTBOBATb CTYIEHTY J3TY
cBs3b BeIOpaHHOTrO [1O M BO3MOXKHOCTH peann3anun
OIIpe/IeIeHHBIX BUIOB aTak. B oOmem ciydae Bene-
HHe 0a3bl TAHHBIX YSA3BHMOCTEH - BeChbMa TPYyIOeM-
Kasi ¥ JOpOrocTosAImIasl mpouenypa, Kotopas (puHaH-
cupyercs 1100 (eneparbHBIMU CTPYKTYpaMu pa3BH-
TBIX CTpaH, JIMOO KPYMHBIMH KOMIAHUSMHA. OmHAKO
JUIsl y9eOHBIX Ieneld BO3MOXKHO BEACHHE BBHIOOpOU-
HOH, HEMOJHOW 0a3bl YSI3BHMOCTEH, 4TO U CHIENAHO
JUISL CO3TAaHHON 00yYaroniel CHCTEMBI.
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IToce BI)I60pa BCE€X BO3MOXKHBIX HACTPOCK,
BJIMAOIIUX HA MOJIUTHKY 6630HaCHOCTI/I, IIPOBOAUTCA
MPOBEpKa €€ aACKBATHOCTU IMYTCM HMUTALIIOHHOI'O
MOACIINPOBAHUS ATAKYIOIIHUX BO3I[GﬁCTBI/Iﬁ Ha CCTC-

BbIC Y3JIbI. MOHGJII/IpOBaHI/Ie OCYHICCTBIISACTCS IPU
IOMOIITKU 6a3bl JAHHBIX MO,HeJIeﬁ aTakK, HUCHOJIb3YyHO-
muUXxX CECTU HeTpI/I. Ka)KI[aSI BO3MOXXHAas aTaka OIIHMChbI-
BACTCs CICAYOLIUMHN PCKBU3UTAMM.

NepedeHs NepedeHs OUEHKa
WAIBHMOCTE Baza AaHHEE CTYAEHTY 33
LETEBIX WCTAHOBNEHHOTD MOAENER aTak HEET[]DﬁK‘_-,-"
OB BLEKTOE
no NapaMeTRoE
fEs0nacHOCTA
Tononorka i T
KOpNOPAaTMEHOK \ \
CETH COPMUPOEAHME AMMTALMOHHOE PE3yNETAT
MONATIAKIA MOAENMPOESHIME NpoBEEJEHIA
fiezonacHOCTA ATAkKK ATAK
KOH MrypaLm9 A ) )
DC 14 COMCOK !.
WCTAHOBNEHHOMO
rno
ApxutekTypa 00yJaromeii CHCTEMBI CEeTEeBOH O€30MacHOCTH
® CIHCOK MOPTOB (CETEeBBIX MPOTOKOIIOB), KO- CIIMCOK JIMTEPATYPbBI

TOpBIE TOJDKHBI OBITH OTKPBITHI IS PeaTn3aliy aTa-
K1

e CTeleHb ONACHOCTH aTakd JUIL CETEBOIO
y31a

® TUIIOBYIO BEPOSITHOCTH BBIIOIHEHUS aTaKH

e cTeNeHb KBATM(HKAIMH  HAIANAIONIEro,
HEOOXOIUMYIO JUIS BRITIOJTHEHHS aTaKH

® IiepeueHb BO3MOXKHBIX PE3YIIbTATOB aTaKU

® KpaTKOE ONUCAHHE aTaKU

e cetb Ilerpu, onuChIBarOLIyIO 3Talbl IPOBE-
JICHUS aTaKW W YCJIOBHS, HEOOXOIHMMEIE IS peaiu-
3allUM Ka)KA0ro dTamna

Ilpu MonenupoBaHUM aTaKyKOIIUX BO3ICUCT-
BUH aHaNMM3HUpyeTcs KBaIH(HKAIMSA HAPYIIUTENS,
IpeANpUHABIIETO ataky. B MexxayHaponHoil mpak-
THKE HPHHATO NPUOIU3UTEIFHO OLCHUBATH KBAJHU-
(bUKanMIo HAPYIIUTEN, HEOOXOMUMYIO IJIS pean3a-
I aTakd. B 6a3e MaHHBIX Mopeneil aTak HCIIOIb30-
BaHBI OIICHKH HEOOXOIMMON KBaNMM(pHUKAINH, B3ATHIC
u3 6a3er manHbix CAPEC [5]. Ecnu kBanmudukanust
JIOCTaTOYHA, Aajee MPOBOAUTCS AHAIU3 BCEX YCIO-
BUH, HEOOXOAMMBIX Ul TIPOBENEHWS aTakd. [lpm
aHanM3e HeOOXOIMMBIX YCIOBHIl MCIIONB3YETCS CEeTh
Ierpu, Mmonenupyromas araxy. I[Ipu orcyrcTBuu
YCIOBUH aTaka CUUTaeTCsl Hepeanu3oBaHHOU. IIpu
HaJIMYUM BCEX YCIOBUH MOAENUPYETCA CIydailHbId
MIPOIIECC, C 3aJaHHON I 9TOM aTaKH BEPOSITHOCTHIO
HPUBOIAIINK K €€ peaTn3anuil 00 HepeaTn3amuH.
OneHka NpaBUIBHOCTH HACTPOEK OLPEAEIACTCS CO-
OTHOILECHUEM KOJIMUECTBA NPEIIPUHATHIX U peanu-
30BaHHBIX aTaK.
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