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CIIMCOK JIUTEPATYPBI
1. Kotnsp JI.B. TlpuHimms! 1 TpeOOBaHUS K OLIEHKE
HMHBECTULIOHHON MIPUBJIEKATETBHOCTH peruo-

Ha//ColpanbHO-3KOHOMUYECKHE W TEXHHUYECKHE CHCTe-
Mbl. OHIAHOBBIN 3IEKTPOHHBIA HAyYHO-TEXHUYECKHH
xypHai, r. Habepexubie Yennbr, KamITH, Ne 4(12), 2005.

3AKPBITOE» COCTOSIHUE METKU,
KAK CPEJACTBO 3AHIUTHI OT HCJ]
B MOJEJIM CUCTEMbI PAJMOYACTOTHOM
NIEHTU®UKALIUA
JlaiikoB HO.M.
00O «Pudep»,
Mockea

[Tpu oOMeHe nHpOpMaIHei MeXTy CUUTHIBATEIEM U
METKOH B CHCTEME pauo4acTOTHON HACHTH(UKAIIN
MMEET MECTO yrpo3a W3BJIEUYEHHs MOJE3HBIX JaHHBIX U3
panuokaHaia, HAyIero or MeTku. Kpome Toro, yHUKab-
HBI HOMEP METKH MOXKET OBITh ITOJIy4eH B pe3yibTare
HECAaHKIIMOHUPOBAHHOT'O ONPOCa B OOIIECTBEHHOM MECTE.

Jliis pemieHust 3TUX NpobieM Oblla IOCTPOEHA U OT-
Ja)KeHa MOJIENIb Ha S3bIKE ITOBEJCHYECKOTO ONHMCAHMS
anmapatypsl (Verilog), B kortopoit ObUIM peasn30oBaHbI
CTaHAAPTHBIE AITOPUTMBI PAOOTHI PaAMOYacTOTHOH cHC-
TEMbl W BBEJEH D3JEMEHT 3alllUThl, ONMCAHHBIA HIDKE.
JlaHHBIH 3JIEMEHT TIpeZCTaBIIsIeT COOOH JTOMOIHUTEIbHBIN
PeXUM paboThl METKH, HaXO/SICh B KOTOPOM OHa mepena-
€r cBOW yHUKaJIBHBI HOMEp B 3(Up B 3acCEKpPEUEHHOM
BU/€, W TOJNBKO JIMIIb ABTOPWU30BAHHBIA CUWTHIBATENb
UMEET BO3MOXKHOCTH TOYHO HACHTH(QUIMPOBATH METKY.
Takoli pexuM Ha3BaH <«3aKpbITBIM» HWIH «3anepThIM»
cocrostanreM. COOTBETCTBEHHO OOBIYHBIN peknM 0003Ha-
yaeTcs kKak «OTKpbIToe» cocTosiHne MeTku. [lepekmmoye-
HHE METKH MEX]Y 3TUMH COCTOSHHSMH OCYIIECTBISETCS
NPY TIOMOLIM CHEUUAJbHBIX KOMaHJ, COZAEp)Kalux eé
YHUKaJIBbHBI HOMEp. 3aceKpeueHHbIe HOMEpa METOK, Ha-
XOJSIINXCS B 3aKPBITOM COCTOSIHHH, IIEPEAatoTcst B 3(hup
B BHJIE CNEIMANBHBIX MIH(P-BEKTOPOB, B OTBET HA 3aIPOC
CUUTHIBATEIIS.

[ndp-BekTopa UMEIOT CIEAYIOIINI BUI:

S= R| (DynamicHash(RK) xor (ID | SaticHash(ID)))
rie

R — cmywaiinblit 32-pa3psaHblii ABOMYHBIN BEKTOD,
TeHepUpPYEMBII METKOH «Ha JIeTy»,

K — coOctBeHHbIN 32-pa3psiaHbIA CEKPETHBIA KITIOY
METKH, TPOIIUTHIA B €€ MaMsATh Ha dTane W3rOTOBIICHMS,
00 eTUHOXKBI, B OJJHOKPATHO 3alMCHIBAEMYIO NTAMSITh;

ID — yHukanbHbI 96-pa3psIHBII HOMEp METKH,
MIPOLIMBAEMBbIi Ha dTare U3rOTOBIICHUS] METKH;

DynamicHash(R, K) — 128-paspsianeiii pe3ynbraT
BBIUMCIIEHHs HEeKoTopod xem-pynkumu or R wm
K (BbIUHCHISETCS «HA JIETY» B MPOLIECCE AHTHKOJUTH3HH);

StaticHash(ID) — 32-pa3psiaHblii pe3ynbTaT BbIYHC-
JIEHUsI HEKOTOPOH Xenr-(yHKIMH, BO3MOXKHO OTJINYHOU
ot DynamicHash, B3sroit ot ID — mubo Berumcnsercst 10
MIPOM3BOJICTBa METKH M MPOIIMBAETCS BO BpeMs €€ M3ro-
ToBieHus Hapsany ¢ ID, nmubo BeramcnseTcs mociae Toro
Kak MeTka OyJeT M3rOTOBJIEHAa W IIPOIIMBAETCS B OJIHO-
KpaTHO 3alMChIBAEMYIO TTaMSTh;

| - KOHKaTeHaIHs BEKTOPOB;

XOr — IBOMYHOE CIIOXKEHHUE 110 MOAYIIO 2.

[Ipennonaraercs, 4TO aBTOPW3OBAHHBIA CUYHUTHIBA-
Tenb Oymer «3HaTh» BuA (ynkumi DynamicHash wu
StaticHash, a Ttak jxe mepxath B CBOeil mamsiTh JubO
HMETb JIOCTYI K CITHCKY CeKpeTHbIX kimouei {K1,...,Kn}
METOK TOH T'PYIIIBI, C KOTOPOH OH JOJDKEH paboTars.

[Mocne npuéma S cuuteiBatens

1) sememur R u DS = (DynamicHash(R,K) xor (ID
| StaticHash(1D)));

2) HayHET mepeOHpaTh BCE W3BECTHBIC €MY KITFOUH
Mmetok Ki, BBIYHCIATD

Dyni = DynamicHash(R,Ki);

3) Dyni 6yayr cknmaaeiBathes o Moayio 2 ¢ DS
(Stati = Dyni xor DS);

4) mnonyueHHbIi BekTop Stati 6ynaer pazOuBathes Ha
2 qacru (IDi u StHshi);

5) mepebop kiroueil MpeKpaTuTCs B TOM ciydae,
eciu Oy/IeT BHIITOJTHEHO TOXAECTBO!

- StHshi = StaticHash(IDi),

- coorBeTcTBeHHO |Di U GyneT yHHKanbHBIM HOMeE-
POM METKH, OT KOTOPOH OblIa MoTydeHa Mocie10BaTelb-
HOCTBH S.

Otcroma BuaHo, yTo MH MeTku BcE ke MOXKHO IO-
Jy4uTh MepebopoM (3TOT MPOIecC MOKHO YCKOPHTH, ec-
JI HEKOTOpble OWTBI MCKOMOTO YHUKAJIBHOTO HOMeEpa
W3BECTHBI), OJHAKO 3TO 3alMET HECKONBKO MHHYT, YTO
HEMpHUEeMJIEMO B Cllydae, KOTJa aHaln3 HPOBOIUTCS «HA
Xony» (HampuMep, CKaHHPYIOTCS METKH MPOXOJISIINX
MHMO CUMThIBaTelNs Jrojei). Kpome Toro, mpu «ymiuHe-
HUM» K, KaKAbIi JONOJHUTENBHBIN OUT NMpUBEnET K yu-
BOCHUIO BPEMEHH Tiepedopa.

[TpuBenénnas Monenb MpeacTaBisieT cOOOH HOBBIH,
Oonee 3aIIMIIEHHBIN, NIPU Y4ETE KECTKUX OTrpaHHMYCHUH
10 pecypcam pajro-MeTOK, BapHUaHT OIMCAHUS CHCTEMBI
panuo-uaeHTH(UKAIMY, TO3BOISET BHPTYaIbHO TECTH-
pOBaTh JaHHYIO CHCTEMY, M IIpU HEKOTOpOW jopaboTke
MOXeET OBITh peain30BaHa B TOTOBBIX YCTPOHCTBAX.

«CLOSED» STATE OF REDIO-TAGSASAN
UNAUTHORIZED ACCESSPROTECTION
REMEDY IN RADIO FREQUENCY
IDENTIFICATION (RFID) SYSTEM MODEL
Laykov Y.M.

“ Reader” Itd,

Moscow

There is athreat of valuable dataleak from tag'sra-
dio channd during an interchange between areader and a
tag in RFID system. Besides, atag’s unique identification
number (ID) can be obtained as an outcome of unauthor-
ized query of thetag in apublic place.

As a solution to the problems a hardware description
language (Verilog) model has been built and debugged.
Standard RFID system’s algorithms and a new security
element are implemented in the model. The security ele-
ment represents an additiona tag’ s operation mode. When
atagisin this mode, it broadcasts the ID in a secret form
that can be precisdly identified only by authorized reader.
This mode is named “Closed” tag's state. A common op-
eration state of a tag is called “Opened” mode respec-
tively. Switching the states is performed by applying par-
ticular commands from reader that include the tag's ID.
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Asaresponseto areader’s query, secret IDs of thetagsin
a closed state are broadcasted as specific cipher-vectors.

The cipher-vectors have the following form:

S= R| (DynamicHash(RK) xor (ID | SaticHash(ID)))
where

R —random 32-bit vector generated by atag “on-the-
run’;

K —atag's unique 32-bit secret key, that iswritten to
the tag’s ROM during manufacture;

ID — a unique 96-bit identification number of a tag,
that if written to its ROM during manufacture;

DynamicHash(R, K) — 128-paspsianeiii pe3ynbraT
BBIUMCIIEHHs HeKoTopod xem-pynkumu or R wm
K (BbIUHCHISETCS «HA JIETY» B MPOLIECCE AHTHKOJUTH3HH);

DynamicHash(R, K) — 128 hit result of some hash
function calculation that takes R and K as arguments. The
function is calculated “on-the-run” bit-by-bit during anti-
collision.

StaticHash(ID) — 32-hit result of a particular hash-
function calculation that takes ID as an argument. The
function is calculated during the manufacture and the re-
sult iswritten to thetag's ROM asit is done with ID;

| - concatenation of vectors;

xor — bit-by-bit XOR.

Assume that a legal reader will be “aware’” of Dy-
namicHash and StaticHash forms. The reader’s memory
will contain a list of secret keys {K1,...,Kn} of the sup-
ported tags group, or the reader will have an access to a
database containing thislist.

On reception of S areader shell:

1) separate R and DS = (DynamicHash(R,K) xor
(ID | StaticHash(1D)));

2) start sweeping al known tags keys Ki and
evaluating Dyni = DynamicHash(R,Ki);

3) during one sweep Dyni and DS shall be XORed
(Stati = Dyni xor DS);

4) the Stati shal be split into IDi and StHshi;

5) the keys search shell stop as soon as the follow-
ing identity becomestrue:

- StHshi = StaticHash(IDi),

- thereafter IDi will represent a unique identifier of
the tag that has sent the S sequence.

Hence it is clear that an ID of atag can till be ob-
tained by searching (this process can be quickened in the
case that an adversary knows some hits of the needed ID),
however this may take severa minutes, which is unac-
ceptable in the case of on-the-run analysis (for example
when tags of passing by people are scanned). Besides, if
K is “lengthened”, every additiona bit will lead to dou-
bling the search time,

The mode given represents a new, more secure un-
der conditions of harsh radio-tag resource restrictions,
alternative of RFID system description. It enables a vir-
tua testing of the system given and, after appliance of
some modifications, can be implemented in complete
devices.

NPUMEHEHUE MEXAHOXUMUYECKOMN
AKTUBAIIMUA KOMITIOHEHTOB BsIKYIHIHUX,
NCHOJIb3YEMbIX B DHEPTETUYECKOM
CTPOUTEJILCTBE, KAK YOO®EKTUBHbBIN
BAPUAHT HEJEHAIIPABJIEHHOI'O
MN3MEHEHUS UX ODU3UKO-XUMHUNYECKHUX
" TEXHOJIOTUYECKUX CBOVCTB
Oromne B.I'., Kynebakun B.I".

Hnemumym xumuu u xumuyeckou mexuonoeuu CO PAH,
Kpacnospck

DHepreTnka — 00J1acTh MMPOMBIIUICHHOCTH, O0BEKTHI
KOTOpPOH SKCIUTyaTHPYIOTCS B Jiania3oHe OT OTPHLATENb-
HBIX Temreparyp (IUIOTHHBI THIPOAICKTPOCTAHIMH 3H-
Mo#) 10 gocturatomux 1273 K (o6mMypoBka jerainei Kot-
noB Ha TOC). U3 aToro BhITEKaeT U MHOrooOpasue Hc-
TIOJB3YEMBIX B HEW CTPOMTENBHBIX MAaTEpHaJOB W H3e-
JIMHA, B TOM YHUCIIE, TEIUIO- ¥ THAPOU3OJSIIMOHHBIX, OeTo-
HOB M HaNOJIHUTENEH B MX COCTaBaX, BSDKYIIMX M T.I. Ha
IIpUMepe TPUBOIMMOrO HIJKE MepeuHs MapoK OeTOHOB
9TO OYEHb OYEBHIHO. aTMOC(HEPOCTOWKHH, THIPOTEXHHU-
YEeCKUH, IIeMEHTOOETOH, LEMEHTOM3BECTKOBBIH, ITOJIH-
MEpHBIH, TOIUMEPHO-IIEMEHTHBIH, U3BECTKOBO - IUIAKO-
BBIH, TUIICOBBIH, KOHCTPYKTUBHO - TETUIOM3OJISIIMOHHBIH,
IIJJaKOOETOH, BEPMHUKYJIUTOOETOH, KBapIMYJIHTOBBIH,
KapOCTOWKNH, B T.4. OTHEYNOPHBIH, KapoOYIOpHbIH, Oe-
ToHOIaMoT. JKaporpouHble OETOHBI, NpUMEHsIeMbIe Ha-
npuMep, Ui Ta30TypOMHHBIX YCTAHOBOK, JOJDKHBI CO-
XpaHATh BBICOKYIO uUTeNbHY0 mpodnocTs (o1 100 10
200 MITa) npu Temneparypax oxono 1200 K.

[TpuBenenHoe mnepeuncieHue OETOHOB JaleKko He-
nonHoe. Ecny ruapoTeXHHYECKHE COOPY)KEHHs THIIA
mwiotuH, nocTpoeHHbx 50-100 yer Ha3az, MOCTENEHHO
BBIXOZAT M3 CTPOS M3-32 CE30HHBIX, CYTOUHBIX IeperasoB
TEMIIepaTyp, JaBJICHUS, BIaKHOCTH, MOCTOSIHHOTO KOH-
TakTa ¢ BOJOH, KaKk B BHJE JKWUAKOCTH, TaK U JbJa, K-
CJIOTHBIX JOXKJIEH U T.m., TO (yrepoBka (0OMypoBKa) 3a-
IIMIIAEMbIX YYacTKOB TEIUIOBBIX arperaTtoB — M3-3a ycTa-
JIOCTH TETUION3O0JISIIIMY, HEONTUMAJILHOCTH €€ pelenTyphl
1, B YaCTHOCTH, CBSI3YIOIIUX B €€ COCTaBe.

B cBsi3M ¢ 3THM TOBBILIEHHE CPOKOB CIYXOBI yKa-
3aHHBIX O00BEKTOB, 3()(EeKTHBHOE <«3ajedrBaHHE» II0-
BEPXHOCTHBIX CJIOEB MHBEIUPOBAHHEM THIPOINPOHHKAO-
nieil M30JSIIMK B Cllydae, HAampuMep, IUIOTHH, (MPUHIM-
MUaibHas BO3MOKHOCTh Y€ro mokasaHa u Hamu [1]), pas-
paboTtka 3(pGEKTUBHBIX CIIOCOOOB YIUIOTHEHUS CMECEH
JUIS TIOJIyY€HHsI IIeJIEBBIX MPOIYKTOB, HOBBIX PELENTYp
TEIJION3OJIALIMOHHBIX MaTeprualioB U MOIU(HIIMPOBaHKE
CYIIECTBYIOIUX JJISl TEIUIOBBIX arperaroB sIBJISIETCS 3a/a-
4yel upe3BbUaiiHOW BakHOCTH. HekoTopwlie criocoOb ee
pelIeHUs] HM3BECTHBI: TOAOOp (PaKIMOHHOTO COCTaBa
KOMITOHEHTOB OETOHOB, He()OPMOBAHHBIX OT'HEYINOPHBIX
cMeced M T.II. TI0 TaK Ha3bIBa€MBIM HJE€aJIbHBIM KPHBBIM
pacmpezeneHus ISl oJydeHusl Hanbosee IUIOTHOW yria-
KOBKH, YKJIaJKa MaTepHaloB METOJOM 30HHOI'O HarHera-
HUS, TIOJIydeHHE 0C000 IUIOTHBIX M3ZEIHH (OpMOBaHHEM
U ClieKaHueM npu BBejeHur B HUX TiO, (mpu 3TOM pe3ko
YILTOTHSIETCS 000XOKEHHAs: MacCB) H JIp.

[IpennaraemMoe HamMu pelIeHUE MO JOCTHKEHHIO 00-
Jiee BBICOKOTO YPOBHSI TEXHOJIOTHH ITOJTOTOBKH CBS3YIO-
IIMX U OT/IENBHBIX KOMIIOHEHTOB, BXOISIIIIUX B UX COCTaB,
COCTOMT B TPHUMEHEHHH MEXaHOXMMHUYECKOH aKTHBAaIUU
(MA) kak OTJebHBIX KOMIIOHEHTOB, TaK U CMeced Bs-
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