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pabortsl. [TockonbKy paauonepeaadn CUUTHIBATEINS OTIIH-
YUMBI OT IIyMa Ha PAcCTOSHHUM BIUIOTH O HECKOJBKUX
JIECSITKOB METPOB, 3JI0YMBIIUICHHHK MOXET 0€3 MpooiieM
HAKOMUTh CEKPETHYI0 HH(MOpMaIMio (B JaHHOM ciydae —
CIIUCOK HOMEPOB) O METKaX, YCTAHOBHMB MOJICIYIINBAIO-
ee yCTpOWCTBO Ha O€30IMacHOM YNAJEHWU OT CUUTHIBA-
Tens. Bo um30ekaHuWe MOMOOHOW CHUTyalluH, B CYIIECT-
BYIOIIMI aJITOPUTM CJIEAYeT BHECTH KOPPEKIIHH.

Taxoit MoguQUIMPOBAaHHBIA aNrOPUTM Ha3BaH 3d-
WUWEHHOU AHMUKOJLIUZUELL.

Bo-nepBbIX, cuuThIBaTeNh OyIET BEIaTh HEKOTOPHIH
OWUT HOMEpa METKH JIMIIb B TOM CIIydae, €CJIU MOCIEIHUH
OWUT OBUI IPUHAT C KOJUIM3WEH, TaKUM 00pa3oM, BBLIEISIS
JUTS fabHeHnIed paboThl 0HY U3 KOH(IIMKTYIOMIUX MOA-
TPYIII; B OCTAIBHBIX CIIydasX OH Oy/eT IoaBaTh METKaM
HEKOTOPYIO OOIIYI0 KOMaHJy «Iepe/iaTh CIEAYIOIUA OuT
HOMepa». Bo-BTOpPBIX, ISl KaKJOH HOBOM CECCHU TOJY-
YEeHHsT HOMEPOB METOK, ITOCIEAHUMH OyAyT TeHepupo-
BaTbCsl ClydaiiHble ABOMYHbIC BekTopa (R - B JaHHOM
cnydae aiauHO# 16 6uT), mepeaaBaeMbie TOOUTHO B 3Hp
HETOCPEJCTBEHHO IIepell BEKTOPOM YHUKanbHOro 96-
6utnoro Homepa (ID): R|ID, rae | - koHKaTeHAIMs BEKTO-
poB. Ilpu 3TOM K MOMEHTY, KOr/ia B IpOLECCe aHTHUKOJI-
JIM3UN OYepenb NOWAET 110 TMepeadys caMoro Homepa of-
HOW W3 MeToK, ¢ Oombmoit BepositHocThio (P= 1-(N-
1)/2"16, rae N — 4yKciio METOK B 1OJIE) U3 BCEX METOK He
TIPUOCTAHOBJIEHHOM OCTaHETCs TOJIBKO OJlHA M CUWTHIBA-
TeJIb HEe «PacKpOeT» HU OJJHOT0 OHTa e€ HoMepa.

Cucrema CUuTHIBaTellb-METKa, HCIONB3YIOIAs JaH-
HBIH aNrOpUTM, peajii3yercsi B BUAE MOJIENHU IOBEIeHYe-
CKOro omucaHus anmapatypbl (s3eik Verilog). OcHOBHBI-
MU 3JIEMEHTaMH MOJIEIH SIBJISIFOTCS OJIOKM CUMTHIBATENS U
MeTKH. /laHHBIE yCTpOHCTBa pabOTAIOT MO MPUHIMITY KO-
HEYHBIX aBTOMATOB, COCTOSIT U3 OCHOBHBIX <IIOJJOJIOKOB!
TaKTUPOBAHMS, UHUIMAIN3AMA W CUHXPOHU3AINH; Tpe-
o0pa3zoBaHMs BXOJHBIX JIaHHBIX, (OPMHUPOBAHMS TEpe-
JIAIOIIEH ITOCIIE0BATEIFHOCTH, CIIy4aifHOro reHepaTopa,
«110A0I0Ka» yNpaBIIeHUs.

[IpuBenéunass Momeb MPEICTABISCT COOOW HOBBIMH,
Oornee 3aIIMINEHHBIN, NIPU Y4ETE KECTKUX OTrpaHHMYCHUH
10 pecypcaM pajro-METOK, BapHUaHT OIMCAHHUS CHCTEMBI
panuo-uaeHTH(UKAIMY, TO3BOISET BHUPTYaIbHO TECTH-
pOBaTh JaHHYIO CHCTEMY, M IIpU HEKOTOpOW jgopaboTke
MOXeET OBITh pealn30BaHa B TOTOBBIX YCTPOHCTBAX.
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In order for areader to be able to gather datafrom all
tags in it's field, a particular procedure must be impl e-
mented in the RFID system’s agorithms. The procedure
is called “anticollision” and is designated to solve errors
caused by simultaneous response of severa tags to a
reader’s request. These errors are named “collisions” —
events that occur when areader is unable to recognize the
datareceived dueto it’s overlapping. The existing anticol-
lision algorithms are based on:

a) allocating tags' responses to so called “time slots’
when every tag is assigned to some fixed time interval
whereit replies to reader’ s requests;,

b) mask usage — a bit sequence of length up to the
size of identification number (ID) —in order to address a
subgroup of tags sharing some common prefix;

¢) bit-by-hit selecting of tags which is similar to (b),
except for subgroup addressing type that is bit-by-bit
here,

The last case is the most appropriate because it pro-
vides the highest operation speed.

This anticollision agorithm is called “binary tree
walking algorithm”. It assumes that a reader aternately
broadcasts every single bit of IDs of each tag in it'srange.
As aresponse to each incoming bit from a reader, every
tag that contains this bit in it's ID will simultaneously
send back the next bit. On the other hand those tags that
didn’t find the bit received to be equal to the correspond-
ing one will switch to some suspended state until the
reader applies command to resume in norma mode. As a
result of longer range of reader’s transmissions (up to
several dozens of meters), an adversary can easily collect
private data (in this case — a list of IDs) from tags by in-
stalling an eavesdropping device at safe distance from a
reader. To avoid this the existing agorithm has to un-
dergo few modifications.

Such modified algorithm shell be named “ safe anti-
collision”.

Firg of al areader will broadcast a bit of tag's ID
only if the last hit is received with collision. Thus one of
the conflicting subsets of tags will be selected for further
interaction. When no collision is detected, the reader shell
broadcast some constant command “send next 1D bit”.
Secondly in the beginning of new anticollison session,
the tags in the field generate some random binary vectors
R(in this case 16 hit length) that are sent bit-by-bit imme-
diately before IDs: R|ID, where | - represents vectors con-
catenation. Therefore when it'sturn for atag’'s ID itself to
be sent, there is high probability(P=1-(N-1)/2*"16, N —
number of tags in the field) that this tag will be the only
unseived one. As aresult the reader will broadcast no bits
of thetag'sID.

RFID system consists of two main types of devices:
reader and tags. The suggested algorithm is implemented
in the system’'s hardware description language model
(Verilog). The modd is made of reader and tag blocks,
which function as cdllular automata. The blocks are sepa-
rated into main “subblocks’: clock, initiaization, syn-
chronization, input data converter, output stream con-
verter, random number generator and control “subbl ock”.

The proposed mode! is a new, more secured descrip-
tion of digita part of RFID system hardware. It is de-
signed with consideration of harsh resource constraints of
tags due to cost limits. With help of the mode it is possi-
ble to virtualy test this system and synthesize a logical
scheme.
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